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ABSTRACT:
Artificial intelligence (AI) aims to mimic human cognitive functions. Recent advances in healthcare artificial intelligence
(AI) are occurring rapidly and there is a growing discussion about managing its development. Many AI technologies end up
owned and controlled by private entities. The nature of the implementation of AI could mean such corporations, clinics and
public bodies will have a greater than typical role in obtaining, utilizing and protecting patient health information. This raises
privacy issues relating to implementation and data security. This will require innovation, and there will also be a regulatory
component to ensuring that private custodians of data are using cutting edge and safe methods of protecting patient privacy.
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INTRODUCTION
In the modern era, maintaining the privacy of your
personal information has become more challenging
than ever. Cyberattacks and social media have
resulted in the average person sharing more
information than ever before, in ways that they may
not be aware of. One area of data privacy that isn’t
discussed often, however, is health data. The potential
of artificial intelligence (AI) to promote better health
care has taken the centre stage in modern debates on
public health and health policy. Although AI is
considered a contemporary innovation, it has been in
development for more than a half century. AI research
began in the 1950s, when Alan Turing raised the idea
that machines could one day think as humans.1 Then
came, in 1959, the first instance of ‘machine learning’
(ML), where computer scientists created a program
capable of solving puzzles on its own.2 Now, AI
promises to lead the next major technological
revolution, similar in stature to electricity and the
internet. In the field of health care, AI has already led
to improvements, particularly in areas such as

precision medicine, diagnosis tools, psychological
support, and help for the elderly.3,4 AI technologies
generally require large amounts of both personal and
non-personal data to function. In health care
specifically, AI technologies rely on personal
information, including health-related data extracted
from medical files or research participants’ results.5
Promoting AI and capturing its benefits for the health
care system yet depend, in large part, on procuring a
convenient access to this sensitive data.6 Ensuring that
privacy protections are in place appears essential,
especially with individuals showing substantial
concerns about sharing their data in the medical and
clinical context.7
AI DEVICES IN HEALTH CARE
AI devices mainly fall into two major categories. The
first category includes machine learning (ML)
techniques that analyse structured data such as
imaging, genetic and EP data. In the medical
applications, the ML procedures attempt to cluster
patients’ traits, or infer the probability of the disease
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outcomes. The second category includes natural
language processing (NLP) methods that extract
information from unstructured data such as clinical
notes/ medical journals to supplement and enrich
structured medical data. The NLP procedures target at
turning texts to machine-readable structured data,
which can then be analysed by ML techniques. 8-12 As
powerful as AI techniques can be, they have to be
motivated by clinical problems and be applied to
assist clinical practice in the end.
CONCERNS WITH HEALTH DATA ACCESS,
USE AND CONTROL
AI have several unique characteristics compared with
traditional health technologies. Notably, they can be
prone to certain types of errors and biases , and sometimes cannot easily or even feasibly be supervised by
human medical professionals. The latter is because of
the “black box” problem, whereby learning
algorithms’ methods and “reasoning” used for
reaching their conclusions can be partially or entirely
opaque to human observers. This opacity may also
apply to how health and personal information is used
and manipulated if appropriate safeguards are not in
place. Notably, in response to this problem, many
researchers have been developing interpretable forms
of AI that will be easier to integrate into medical care.
Because of the unique features of AI, the regulatory
systems used for approval and ongoing oversight will
also need to be unique. A significant portion of
existing technology relating to machine learning and
neural networks rests in the hands of large tech
corporations. Google, Microsoft, IBM, Apple and
other companies are all “preparing, in their own ways,
bids on the future of health and on various aspects of
the global healthcare industry.” Given that there
already seen have been examples of corporate abuse
of patient health information, it is unsurprising that
issues of public trust can arise. For example, a 2018
survey of four thousand American adults found that
only 11% were willing to share health data with tech
companies, versus 72% with physicians. 8-10
Moreover, only 31% were “somewhat confident” or
“confident” in tech companies’ data security. 11-13 In
some jurisdictions like the United States, this has not
stopped hospitals from sharing patient data that is not
fully anonymized with companies like Microsoft and
IBM. 14,15 A public lack of trust might heighten public
scrutiny of or even litigation against commercial
implementations of healthcare AI.
HEALTHCARE DATA AND JURISDICTIONS
Healthcare data breaches haven risen in many
jurisdictions around the world, including the United
States 3,4 Canada, 5,7 and Europe. 3,8 And while they
may not be widely used by criminal hackers at this
time, AI and other algorithms are contributing to a
growing inability to protect health information. A
number of recent studies have highlighted how
emerging computational strategies can be used to

identify individuals in health data repositories
managed by public or private institutions. 11 And this
is true even if the information has been anonymized
and scrubbed of all identifiers. A study by Na et al.,
for example, found that an algorithm could be used to
re-identify 85.6% of adults and 69.8% of children in a
physical activity cohort study, “despite data
aggregation and removal of protected health
information.”13 A 2018 study concluded that data
collected by ancestry companies could be used to
identify approximately 60% of Americans of
European ancestry and that, in the near future, the
percentage is likely to increase substantially.14
Furthermore, a 2019 study successfully used a
“linkage attack framework”—that is, an algorithm
aimed
at
re-identifying
anonymous
health
information—that can link online health data to real
world people, demonstrating “the vulnerability of
existing online health data.”15 And these are just a few
examples of the developing approaches that have
raised questions about the security of health
information framed as being confidential. Indeed, it
has been suggested that today’s “techniques of reidentification effectively nullify scrubbing and
compromise privacy.”16 This reality potentially
increases the privacy risks of allowing private AI
companies to control patient health information, even
in circumstances where “anonymization” occurs. It
also raises questions of liability, insurability and other
practical issues that differ from instances where state
institutions directly control patient data. Considering
the variable and complex nature of the legal risk
private AI developers and maintainers could take on
when dealing with high quantities of patient data,
carefully constructed contracts will need to be made
delineating the rights and obligations of the parties
involved, and liability for the various potential
negative outcomes. One way that developers of AI
systems can potentially obviate continuing privacy
concerns is through the use of generative data.
Generative models develop the ability to generate
realistic but synthetic patient data with no connection
to real individuals. This can enable machine learning
without the long term use of real patient data, though
it may initially be needed to create the generative
model. 17-20
CONCLUSION
It is an exciting period in the development and
implementation of healthcare AI, and patients whose
data are used by these AI should benefit significantly,
if not greatly, from the health improvements these
technologies
generate.
Nonetheless,
the
implementation of commercial healthcare AI faces
serious privacy challenges. Given personal medical
information is among the most private and legally
protected forms of data, there are significant concerns
about how access, control and use by for-profit parties
might change over time with a self-improving AI. An
emphasis on patient agency and consent in the
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development of regulation in this space would reflect
the key legal and ethical values of liberal
democracies. Also, the right to withdraw data could
be clearly communicated and especially made easy to
exercise; where feasible, generative data could be
used to fill the data gaps created by these agencydriven withdrawals and to avoid de-operationalizing
AI systems. Regarding the reidentification issue, there
will be a need for new and improved forms of data
protection and anonymization. This will require
innovation, and there will also be a regulatory
component to ensuring that private custodians of data
are using cutting edge and safe methods of protecting
patient privacy.
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